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The New Normal and Data Privacy

The Covid-19 pandemic changed many of our
professional and personal habits. It has done in
2 years time what could have taken several years
to implement : remote work, or work from home.

But what about the impact of remote work on
data privacy ? Any additional and new measures
to be considered ? Any additional investment to
be done in security measures ¢ What could be the
impact ?

Protecting Vulnerable Customer Data Amid The
Rise In Long-Term Remote And Hybrid Work
Remote work has certainly changed over the
past few years. In 2019, the idea of remote work
probably included sitting down for a few hours
in a local coffee shop. In 2020, the picture of
remote work changed, and the average experience
included Zoom calls and makeshift kitchen table
workstations.

Now, as we enter 2022, the remote work experi-
ence is different once again. Many are still work-
ing at home but have migrated to pseudo-perma-
nent home offices rather than their living rooms.
Others are still working where they can in their
houses. Others are operating in a hybrid-work
scenario.

For all of these work experiences, the rise of re-
mote and hybrid work has brought many positive
developments — like a shift to cloud-based plat-
forms and a realization of the need for data-driv-
en operations.

It has also uncovered challenges. One aspect that
cannot be overlooked is the potential exposure of
vulnerable data due to remote and hybrid work. It
may not seem like it — especially for workers who
only log in from the safety of their homes — but
the rise in remote and hybrid work can lead to a
rise in data privacy and cybersecurity challenges.

By : DR. ANDRE GHOLAM *

To combat this, all companies need to take pre-
ventative steps.

The Growing Challenge

For many IT teams and managers, remote and
hybrid work has created a more difficult cyber-
security landscape. According to a recent study
from the Ponemon Institute and sponsored by
3M, who I have partnered with to provide tools
to protect data and offer training on modern
cybersecurity hygiene, 65% of IT managers say
that it is easier to protect data when employees
are in the office.

There are multiple reasons for this. The
Ponemon Study cites the inability to secure
communications on external networks and
visual hacking as two remote and hybrid work
cybersecurity challenges. Another study, the
HP Wolf Security Blurred Lines and Blindspots
Report, found that 69% of respondents reported
using personal laptops for work activities.

These vulnerabilities pose a threat in any
industry. But for the customer service industry,
in particular, data protection has become espe-
cially important. Contact centers and customer
service teams are collecting more data than ever
before, which means they need to be more
intentional about their cybersecurity.

Arm The Workforce With Proper Tools

Businesses looking to improve their data priva-
cy and cybersecurity goals must provide their
workers with the proper tools for success. One
tool to consider is a secure business network or
cloud solution. Many businesses are now mak-
ing the shift to cloud-based operations for flex-
ibility and security in supporting remote and
hybrid work. This has been especially true in the

* Consultant Informatique - PHD, CISA, CISM, CRISC, Professeur a L’US].
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customer service industry, where 75% of contact
centers (download required) have shifted at least
in part to the cloud, according to my company’s
research.

Businesses should partner with a solution
provider that is dedicated to cybersecurity. Look
for a complete cloud solution that has not only
efficiency as its primary function but a track
record of being secure, enforcing stringent
encryption automation and policies and
partnering with enterprise-grade vendors for
cloud computing services.

Another remote and hybrid work challenge is
visual hacking. Visual hacking is when others
view sensitive data simply by looking at a work-
er’s screen. While this may seem only applicable
in the coffee-shop-remote-work-crowd, this is
important for at-home workers as well.

According to the Ponemon Study, only about
one-third of business managers said that where
they work at home makes it possible to prevent
others from seeing their computer screens. For
this reason, employees must be supplied with
tools to keep their information safe. This can in-
clude passcode-detected devices and privacy fil-
ters for computer screens, which blacken out the
angled view of onlookers without disturbing the
viewing experience for the user, to keep wander-
ing eyes away from sensitive data.

Training For Cybersecurity Hygiene

I believe that a company’s people are its great-
est asset. Unfortunately, cybersecurity experts
believe that people are often the weakest link in
cybersecurity. According to a 2017 study by IBM,
95% of cybersecurity breaches could be traced
back to human error. The best way to change that
is for business leaders to invest in their workers by
offering targeted, modern cybersecurity training.

This training should address remote and hybrid
work risks and educate employees on mitigation
methods. For example, workers should never
leave their screens unlocked and their devices
unattended; all devices should be passcode pro-

tected and personal devices should never be used
for work activities unless it has been cleared by
the IT team, etc.

Each business must find the most appropriate
way to get this information to their workers and,
as with all other business functions, cybersecuri-
ty success cannot be achieved without employee
buy-in. Training should be simple for employees
to attend. Take a page out of the contact center’s
book and use workforce management solutions
to schedule training away from peak hours and
make it part of the paid schedule for all. Check to
see if the training has hit home via desktop ana-
lytics, quality evaluations and key phrase identifi-
cation from interaction insights. Focusing on the
human element of cybersecurity will be the most
direct path to success.

Remote and hybrid work is here to stay — that
does not mean risk is invited.

Many businesses are returning to in-person oper-
ations, but remote and hybrid work is not going
anywhere. A recent study by Calabrio revealed
that 75% of remote workers (download required)
preferred working remotely and 61% of hybrid
workers preferred the flexibility of their setup.

If remote and hybrid work is here to stay, so too
are the cybersecurity challenges. By supplying
the proper tools and investing in human-centric
cybersecurity training, business leaders will put
their businesses and their employees in a position
to mitigate remote and hybrid work cybersecurity
risks.

Study Reveals Growing Cybersecurity Risks Driv-
en by Remote Work

A comprehensive global study assessing orga-
nizational cyber risk in an era of remote work
was released lately. The report shows that chang-
ing work styles and behaviors are creating new
vulnerabilities for companies, individuals, and
their data. According to the findings, 70% of
office workers surveyed admit to using their work
devices for personal tasks, while 69% are using
personal laptops or printers for work activities.
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Almost one-third (30%) of remote workers
surveyed have let someone else use their work
device.

As a result of these and other behaviors, home
workers are increasingly being targeted by hack-
ers. A 238% increase in global cyberattack vol-
ume during the pandemic is noted.

Blurred lines between home and office creating

new risks

o 71% of employees surveyed say they access
more company data, more frequently, from
home now than they did pre-pandemic -
with the most common types of data being
accessed being: customer and operational
data (43% each) and financial and HR re-
cords (23% each).

e 33% download more from the internet than
prior to the pandemic - a figure that rises to
60% for those aged 18-24.

o 27% of respondents use their work device to
play games more than prior to the pandemic
— a figure rises to 43% for parents of children
aged 5-16.

»  36% use their work device for watching online
streaming services — again, this figure rises to
60% among those aged 18-24.

« Four in ten office workers admit to using their
work device for homework and online learn-
ing more in the past year.

The endpoint as the first line of defense

An increasingly inevitable outcome of this is that
distributed workers are no longer protected by
the corporate firewall. The pandemic experience
has highlighted the growing importance of strong
endpoint security in defending the increasingly
perimeter-less organization; and endpoint secu-
rity has become equally important as network
security.

The nature of the endpoint continues to evolve
and diversify. The many connected devices that
employees use in their working-from-home en-
vironment have contributed to the breakdown of
the corporate IT infrastructure and network, in-
cluding printers.

The Impact of the New Normal on Workplace
Privacy

The significant increase in remote working due to
Covid-19 has heavily changed the workplace and
has been called by many the “new normal’.

A research was realized to understand the privacy
trends and challenges from the perspective of the
IT, IT security managers and business managers
due to a significant number of their organization’s
employees working outside the office:

Following are the key takeaways from the IT and

IT security manager survey :

o Coffee shops and shared workspaces are the
new “offices” for many remote workers, which
is putting sensitive and confidential informa-
tion at risk. The average percentage of employ-
ees working remotely has more than doubled
since COVID-19 from an average of 24% to
65%.

« To accommodate remote workers, organiza-
tions are supplying them with smartphones
and tablets. Because of the increase in online
conferences, remote workers are mostly re-
questing headsets and webcams.

« Remote working is a “pain in the neck”. Six-
ty-four percent of respondents say the time
employees spend on their devices has signifi-
cantly increased (34%) or increased (30%). The
biggest complaints from employees are chronic
neck and back pain and headaches.

o In a remote working environment, organiza-
tions are losing control over the security of
sensitive and confidential information. Six-
ty-five percent of respondents say it is easier
to protect data when employees are working
in the office.

o Remote workers’ exposure of sensitive infor-
mation on their screens is a significant con-
cern. Sixty-four percent of IT and IT securi-
ty managers say they are very concerned that
prying eyes will see the sensitive information
on remote workers’ screens. These respon-
dents say their organizations conduct training
and awareness programs that cover the remote
worker risk (51%) and institute new mobile de-
vice policies (41%). Only 40% of respondents
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say their organizations require employees’
home workspace to be private and not allow
others to be near the device.

The importance of password hygiene is most
often communicated to remote workers. Sixty
seven percent of respondents say their orga-
nizations have a policy on IT device privacy
and security requirements for remote work-
ers. Of these respondents, 59% of respondents
say their organizations’ policy focuses on the
importance of password hygiene and 58% of
respondents say it explains what constitutes
suspicious emails and how to handle them.
The biggest privacy and security concerns are
the inability to secure communications on ex-
ternal networks outside their organization’s
control (67% of respondents) and the difficul-

o To make investment decisions, respondents

are mainly dependent upon peers or co-work-
ers (54% of respondents) or industry websites
(51% of respondents). In the next year, respon-
dents predict they will purchase software (67%
of respondents), laptop/tablets (65% of respon-
dents) and cell phones (61% of respondents).
Post Covid-19, the physical workspace will be
transformed. More precautions will be taken
to protect the health and safety of employees
(66% of respondents) and there will be more
distance between employees (58% of respon-
dents). Respondents predict that an average of
45% of their employees will return to the office
and an average of 47% will work both remotely
and in the office.

Following are the key takeaways from the survey
of business managers :
« Most business managers say they do not work

ty in securing external access to internal-only
resources (50% of respondents).
» To address privacy and security concerns, or-

ganizations protect company-owned devices
with up-to-date antivirus, device encryption
and firewalls (51% of respondents) and en-
crypt sensitive data stored on devices (50% of
respondents).

Monitoring the network 24/7 and encryption
of sensitive data stored on devices are the pri-
mary steps taken to create a secure remote
working environment, according to 56% and
51% of respondents, respectively.

The top five technologies used to improve the
organization’s privacy and security posture
are incident response platforms (62% of re-
spondents), anti-virus/anti-malware (59% of
respondents), big data analytics for cyberse-
curity (56% of respondents), identity manage-
ment & authentication (53% of respondents)
and intrusion detection & prevention systems
(51% of respondents).

Technology investment decisions go virtual.
Sixty-three percent of IT and IT security man-
agers say it has become more difficult to make
decisions about investments in technology
solutions since Covid-19. Sixty-five percent of
respondents say they are more dependent on
virtual events.

exclusively in their home. As discussed pre-
viously, IT and IT security managers say that
an average of 40% of their organizations’ re-
mote workforce spends time in coffee shops
and shared workspaces where it is not easy to
keep information safe from prying eyes. Sev-
enty-seven percent of remote workers say they
spend at least a portion of their time work-
ing outside their homes. Only 23% of business
managers say they work remotely from home
exclusively.

Not only are business managers working in
shared workspaces, but they also cannot keep
others from seeing their work. Only 34% of re-
spondents say where they work at home makes
it possible for them to prevent others, includ-
ing family members or roommates from see-
ing their work.

Only 43% of respondents say they are con-
cerned when displaying sensitive or confiden-
tial information on their screen when working
remotely, either in the home or somewhere
else. Only 40% of respondents say their orga-
nization has increased its privacy policies since
more employees are working remotely.

o Working from home is not secure. Only 34%
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of respondents say where they work at home
makes it possible for them to protect others
from seeing their work. Fifty-six% of respon-
dents say they have a home office. However,
many are working in the kitchen (53% of re-
spondents) and such common areas as the
tamily room, living room or TV room (43%
of respondents).

Another privacy and security threat is not be-
ing proactive in protecting information. Fif-
ty-five percent of business managers do not
take steps to prevent others from viewing their
screens. If they do, 67% of these respondents
turn the screen and 54% of respondents say
they leave the room with their devices.

A remote workforce is experiencing health is-
sues. Respondents report that on average they
are spending 44% more time in front of their
device screen. As a result, many are experi-
encing chronic neck and back pain (62% of
respondents) and headaches (54% of respon-
dents. Of the 75% of respondents who say
their health has been affected, 42% say they
are taking regular walks and 36% say they
started setting an alarm to end screen time.

« Laptops or notebook computers are most often

used for remote working. Most respondents use
company-provided devices (45%) or combina-
tions of personal and company provided devic-
es (22%). However, one-third of respondents
say they are using their own personal devices
when working remotely.

Remote workers would like to return to the of-
fice. While 49% of respondents say their em-
ployers will expect them to stay working re-
motely, 47% would like to return to the office.
Most respondents will be comfortable traveling
on business post-Covid-19. Before Covid-19,
51% of respondents say they very often traveled
on business. Fifty-seven percent of respondents
say they will be very comfortable traveling once
again. Of the 43% of respondents who say they
are not comfortable, it is because of the un-
pleasantness of wearing a mask, the possible of
a mandate requiring vaccinations and the con-
cern about becoming ill.

Source: Forbes, Security Magazine, Ponemon In-
stitute
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- Open source ins and outs.

- Benefits and disadvantages.

- Pre-requisites and recommendations from
banks to use open source software.

- Supportavailability from the open source com-
munity.

- IT security and cybersecurity risks, back-
doors,...; measures to put in place

- Audit concerns and areas of controls.

Yory 3T § 4 pud) Slblis
dpabl &b s> Al deyss dypabl oo
Jotg Yy LIS ¥V 5ilVls VA dsesdl Leg 4B A
By plee (Blisdl ] Skl s 80l
2l & @pall sl 3ol Siwly 3 pae G5B slitue
48 pall Slulyul) Jlsll

Aypaull ajlgall pghi Aypag calblui
(- bl pad J1a

L il oylehl elyde & Slelus) dudw sde u=
lyenly delull gudlss & Caomdl ppaill JsY o5 &
Chlitog Ol cdawyud C.I.U celadcally  dldall
Rk Dpde Cwl il Y Jb ¢ Olaygsdl
Slelasyl odn Covsy Blall dses @ L adl 3ylgh
Blall zusd Sl graxle mis3 @3y bld ,4d @

Sk

Open Source in» Jgo (slo> S duds
“Banks: Between Myth and Reality
Open» Jso> sloz S8 duls (e Lpabl Cilel
$ «Source in Banks: Between Myth and Reality
g dlasl @l o)l HeSWl g Oslelly bl e JUI
LOGICA 354 wolog Slglsbl dadail e oLl Jlowe
Director - glSsS Jliwe Ol> 8sludl &S)ling s.arl
Head of IT Auditand Data - &, Jb] —. ArcShields
Director - ylahul gy9>9 « Mining - Byblos Bank

(01 blud Apa dil Alagll



Ol Blas dimes

dmazdl Bl (958 ol Avall gy
Old 1212 2028 &gy o) 50!
0L - D950 976 1035 .00
9611970500/ 1 : ,uSB / Lails
WWWw.abl.org.lb: 3553y =3skl

Association of Banks in Lebanon

@ABLLebanon

‘-I'I

|| Association of Banks-Lebanon

abl.org.lb

D



