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* The enhancements brought to the treatment of
operational risk;

* The implementation of the leverage ratio
surcharge introduced for the largest Banks;

* The implementation of the risk-sensitive
output floor and

* The new implementation timetable.
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* Blockchain explained

* Blockchain applications

Will blockchain revolutionize or disrupt
banking

* Conclusion

Q&A Session.
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* The main components and definition of
regulatory capital and risk weighted assets
under Basel 1V;

* The improvements brought to the treatment of
credit risk;
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BANQUE DU LIBAN

Special sub-account Registry
(Basic circular No. 158)

BDL-BDR-01-PP! Ol e

Bank Secrecy revelation proxy form
for the special deposit sub-account
Al Galddl Glual) o Ay puall ) oy sl

Ao Hital) L) cilibuall 4y 38 0
(158 8, (puas¥) anill)

Bank Name

Gyl aud

Branch Name

Date / / No. de réf.

d)mall &)é
LUER PR \ \ Faual

Internal Reference Number

A1 aa sl B

Client Unique Number at BDR

Ao jiial) Laldll cililuall 438 0 B 33 sall Jpaal) o8

Client details Jroslt Slaghas
Surname OM/s3 O Fii 3 gl
Name ay)
Father's name Al ) el
Mother's name Bl gl anal
Date of Birth 3N gl sl
Nationality dudall
Register - No. Place sl Al = Jawdl
I, the undersigned, coliaf a8 gal) i

In accordance with BDL basic circular No.
158 dated 8/6/2021, I hereby waive the
banking secrecy on my “Special sub-
account” held at the aforesaid bank solely
in favor of the Banque du Liban and the

G5 158 oy oY) apendl Al Saly S
8 el iy (e 3l 2021/6/8
D583l pemall il s pase JlS (e 5 2881 ally
&-IL;AAJ\" u.c ‘Z.ﬁ_)_a.aan a_‘\)_u.“ QJJL_A‘; a)\_l‘—\
O G yamn bl I ailall e il alall

Banking Control Commission.

s G jadll e 408 ) dial

Bank stamp and signature

(Client Signature) (Jaenl) w8 55)

(Srand) g 55 Ania o Y sane i puaall e yiiay)
(The director of the bank is held personally responsible
for the authenticity of the client's signature)
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Cyber Security Visibility Still Is Not What It Should Be

One of the biggest challenges most companies
face is failing to understand their entire attack
surface. Before the pandemic, many security
and IT teams lacked visibility into and across a
sets. Then, in 2020, the rush to enable remote
work meant relaxing security protocols as an
emergency measure but meanwhile the attack
surface had expanded to employees' weak
password-protected Wi-Fi routers, company
asset use by family members and the use of
family tech for business purposes. Meanwhile,
permissions granted before lockdowns may
have persisted without appropriate controls in
place.

Now that some workers are returning to the
office, the time has come to once again assess
where the weak spots reside (see also
paragraph Hybrid Office Will Create Great
Opportunities - For Companies And Cyber-
criminals).

Secure Users

Role-based permissions and IAM (Identity and
Access Management) are essential for contro-
lling who has access to what, but even together
are inadequate, which has fueled the adoption
of MFA (Multi-Factor Authentication). In
addition, cyber security vendors are now using
machine learning for user behavioral moni-
toring, not only to identify errant behavior,
but also individuals' personal deviations from
their own normal behavior. User monitoring
has several benefits including logs, which
memorialize the behavior, the ability to
establish baselines for individual users and the
ability to detect behavioral changes at an
individual level. The overarching benefit is
speed of threat detection and also escalation
such as through alerts. The notifications may be

BY : Dr. ANDRE GHOLAM

used to trigger automated responses.
Meanwhile, BYOD, remote work and IoT have
all have underscored the need for robust
endpoint  security.  Antivirus/antimalware
software has also been extended to the IoT,
sometimes embedded in a router.

Secure Network Traffic

Network security monitoring was designed to
detect and respond to network breaches. Like
user monitoring, these systems collect and
analyze data to detect threats and trigger
security alerts. Modernly, these tools also take
advantage of machine learning to speed
detection and response as well as to identify
patterns that traditional rule-based systems can
miss.

Secure Apps

Today's apps include more third-party code
than ever before in history. As software
development and delivery cycles have
accelerating with the pace of business. As a
result, development teams are using more
open source software and third-party libraries
out of necessity and they're connecting to
various resources via APIs. As a result, the
software composition may be unknown
(which necessitates composition analysis) and
application dependencies may not be entirely
understood. The result can be hidden
vulnerabilities that can be easily exploited.
Running a quick vulnerability scan late in the
software development life cycle (SDLC) does
not cut it. More fundamentally, security needs
to be baked in throughout the SDLC that
includes shift-left testing and a necessary
transition from DevOps (Development and
Operations) to DevSecOps (Development,

* Consultant Informatique — PhD, CISA, CISM, CRISC, Professeur a I’USJ,
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Security and Operations) (see note 1 below).
Application security monitoring is also
necessary to understand the security status of
the application and to discover vulnerabilities
before bad actors do.

Meanwhile, applications are becoming more
data-driven which not only means collecting,
generating and analyzing data but also pulling
in data from other applications and data sources
as well as potentially pushing data to other
applications which may need to be encrypted.
Also, the connections between the application
and other resources (and the connections
from one container to another) should be
secured and monitored since containers and
their connections can be compromised.

Secure Data

Data access needs to be secured using
permissions like network permissions and
application permissions. Authorization and
authentication go hand-in-hand, but because
individuals do not always protect their
credentials like they should, data access, use
and sharing should also be monitored,
including data erasure and deletion attempts.
If the data is at all sensitive, it should
be encrypted in motion and at rest and
there should be programmatic handling of
compliance requirements and data governance
rules.

Dashboards and Reporting

Cyber security reporting is evolving with
business requirements and technological
advances. On the business side, organizational
leaders often complain that cyber security
reporting it too technical, disjointed and
complex. Worse, cyber security teams may not
have the visibility they need to provide a
holistic picture. In addition, depending on how
the reporting is done and presented, it may lack
the prioritization and coherence it needs to
demonstrate how well technology investments
and processes are or are not working. While
there's greater awareness the need for "end-to-

Yo¥) B Juait!

end" visibility, there are often blind spots here
and there that are ripe for exploitation.

Today, dashboards are  supplementing
traditional reporting. The dashboard itself
should reflect relevant KPIs, but they don't
always. Worse, the simple indicators dash-
boards use, such as green, yellow and red color
coding can give practitioners a false sense of
security when a green indicator reflects that all
is well when all may not be well.
Fundamentally, cyber security leaders and
teams should think critically about reports and
dashboards to ensure they're actually helping
the organization more effectively manage and
make decisions about cyber risks.

Cyber Insurance

Cyber insurance is a staple that enterprises
shouldn't do without because its essential
for managing liability costs. Companies use
such insurance to help pay for lawsuits,
regulatory fines and the costs associated with a
breach. It's a specific type of insurance that,
when absent, causes a company to pay all costs
out of pocket.

CISOs should be familiar with the requi-
rements and limitations of cyber insurance
because it helps inform what their teams should
and should not be doing which could
negatively impact the validity or amount of a
claim. However, CISOs should not review such
policies in a vacuum (e.g., in the absence of
legal counsel), nor should organizations simply
purchase insurance and hope for the best when
the CISO has no idea what the policy says.
Companies are having difficulty assessing how
much cyber insurance they need, with some
concerned about what's perceived as a high
cost. In fact, the cost of cyber insurance is
expected to rise between 20% and 50% as a
result of the growing number of cyberattacks
and their severity. These trends include
increased claim frequency and severity, much
of it driven by ransomware events. To maintain
a commitment to long-term stable cyber
capacity, insurers are reviewing areas in their



portfolio where underwriting action is needed,

and reevaluating capacity deployment,

specifically as it relates to ransomware losses.

The report said trends to watch include :

- Errors and omissions exposures stemming
from many organizations’ accelerated digital
transformation initiatives;

- Potential vulnerabilities from the use of
Remote Desktop Protocol software;

- Breach regulations, as the regulatory
environment  continues to  grow in
complexity;

- Cyber extortion, with ransomware attacks
evolving to include the threat of exposure of
sensitive data on the public internet in
addition to the encryption of sensitive data;

- Vendor risks, because of organization’s
reliance on third-party technology and back-
end applications.

Hybrid Office Will Create Great Opportunities
- For Companies And Cybercriminals

Spring is always a time of renewal, but never
more so than this year. After our long winter of
forced isolation, the increased accessibility of
safe and effective vaccines has many looking
forward to shutting off Zoom, putting on some
real pants, and emerging to see friends and
colleagues in person for the first time in more
than a year. Normality, it seems, is just around
the corner.

Yet the world has been irrevocably changed by
the past year, and the businesses, schools, and
other workplaces that we enter back into will
not be the same as the ones we left last March.

The pandemic accelerated long-standing trends
in workplaces across sectors as companies
quickly embraced remote work and stood up
infrastructure to enable their employees to
remain productive while working from home.

Today we are finding that many of these
developments are pretty good - enabling

employees to work and be productive from
anywhere without the headaches of a commute
or a noisy office. And so, as the economy
begins to reopen, many are looking for ways
to make these temporary solutions more
permanent and merge them with more
“traditional” forms of working to create a sort
of hybrid work environment.

These new hybrid workplaces will create new
opportunities for businesses and will allow
us to create organizations that are more
flexible, productive, and accessible than ever
before. But they can also open up new avenues
of uncertainty that could threaten every
organization. And make no mistake -
cybercriminals know this and are finding ways
to take advantage of these vulnerabilities.

Dangers of the Hybrid Model

The post-pandemic workplace will be a hybrid
of the old and the new, with employees taking
advantage of cloud-based technologies to work
from anywhere, while also maintaining the
ability to go into an office as needed.

From a cybersecurity perspective, however,
this has the potential to be a nightmare
scenario. While completely remote workers
can be segmented in a way that protects central
networks, hybrid workers expose these
networks to increased risk every time they
return to the office and reconnect, potentially
bringing with them malware they picked up.

In 2020, bad actors sent 61% of malware
through cloud applications to target remote
workers. Barely a month ago, the California
State Controller’s Office, which handles $100
billion a year, suffered an email phishing attack
on an employee that gave the hackers cloud
access to internal documents and a launch point
they used to phish another 9,000 employees.

Multiply this by hundreds (or thousands) of
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employees connecting and reconnecting a
couple times each week and you have hundreds
(or thousands) of new vectors through which
malicious actors can gain a foothold in your
network, making the task of securing a
network, and the users and data that are on it,
even more complex.

Hackers Smell An Opportunity

The pandemic and confusion around the
adoption of technology, the remote workplace,
and demand for widespread digitized services
created a perfect storm that hackers have been
exploiting over the past 12 months. And the
scale, frequency, and sophistication of hacking
are only going to grow as organizations further
accelerate their transitions to new, hybrid
workplace models, and our social and
economic systems become increasingly
dependent on these digital technologies.

A prime example of this is personal health data.
Experian, the credit reporting agency, has
pegged the value of an individual’s health care
data at up to $1,000. Cybercriminals know this,
and given the rise of telehealth and increased
dependence on medical Internet of Things
(IoT) devices, they sense the opportunity to
more easily steal sensitive data and disrupt and
hold ransom critical digital infrastructure.
The result: Over half of health care providers
suffered a data breach in the past 12 months,
according to a study by my company,
potentially exposing the records of millions
of patients. The chief information security
officer of Northwell Health called her sector
the “No. 1 target for cybercrime” and noted,
“It's become a challenge now with the
expanded remote workforce that we've been
living in since COVID-19."

This situation will be repeated across the
economy. As workplace transformation
continues to spread across sectors like state and
local governments, attackers are finding a
growing number of targets and vulnerabilities

to exploit. And our dependence on virtual
systems means that hackers have the ability
to cause more havoc than ever before and
to disrupt daily life in countless new ways—
and to demand increasing amounts of ransom
as well.

Countering these threats will not be easy.
Solutions exist that are flexible and scalable
enough to manage the growing number of
remote connections—whether they come from
remote employees, IoT devices, or students—
and sophisticated enough to automatically
identify and address the growing number of
threats that users and networks face.

Most  importantly, companies need to
thoroughly evaluate their cybersecurity
strategy and make sure it is ready for this new
world. Even with the rise of SaaS solutions and
the widespread migration to the cloud, the
adoption of cloud-based security solutions has
lagged greatly, making the shift to remote work
more costly, risky, and difficult. Making these
investments at the outset can make the shift to
a hybrid workplace smoother and more
secure—sealing off possible vectors of attack
before they are exploited.

But in order for these solutions to be fully
effective, a shift in outlook is also necessary.
CIOs and CISOs need a seat at the table now,
while the plans to reopen are still being made,
to help identify and plan around potential
vulnerabilities before they become threats.
Cybersecurity can no longer be a tech or IT
problem - it needs to be an organizational and
operational priority.

The world that we are preparing to enter will be
defined by the threats we face. The companies
that thrive in it will be the ones that recognize
this now and make security an integral part of
their plans from the beginning, not something
that is considered after the plans have already
been made. Welcome to our next “Normal.”
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Notes :

(1) DecSecOps : When software is everywhere,
everything becomes an attack surface.

While software security has never been more
business critical, organizations know if it gets
in the way of DevOps, it just will not work.
Security must be inseparable from software
development.

The root cause of many successful cyberattacks

@

lies primarily in vulnerable software itself.
Organizations must do a better job of
writing more-secure code, making software
applications nearly impenetrable to
cyberattacks. Traditional approaches to soft-
ware security are having a difficult time
adapting to this new model, since security is
often viewed as an inhibitor to DevOps.
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