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FinTech and Regulators

Do fintechs need to be regulated ? Any insti-
tution that is involved in financial activities
must comply with various regulations, and
this certainly applies to the fintech industry.

For many vyears, fintechs were under-
regulated in many countries. Regulators and
regulations have focused on traditional banks
and banking. Regulations have developed
alongside the industry and did not initially
fit the new breed of fintechs.

This has changed, and fintechs in most
countries are now regulated by main national
financial regulators. Regulations have, in
many cases, been adapted to cater to fintechs.
The regulation of the fintech industry is
more complicated than for financial institu-
tions. Fintechs are typically much smaller but
still subject to the same intense regulation.
They are also likely to operate across several
jurisdictions (possibly from an early stage)
and will need to comply with different
regulations in each region or country.

Fintech is already delivering significant
benefits to consumers and investors; to
financial services firms and financial market
infrastructure; and to financial stability and
financial inclusion. However, the increas-
ing use of fintech solutions and emerging
technologies also brings risks, to which
regulators and supervisors are responding.
Consumers and investors are benefiting
from both the emergence of new fintech
solutionsand the evolution of existing financial
services providers. This has generated a
wider range of financial products and services

By : DR. ANDRE GHOLAM *

being delivered more efficiently and
effectively, with competitive pressures on
firms to adopt a more consumer-centric
approach. The regulatory and supervisory
response to fintech has evolved through three
stages. Initially, the response was to focus
on the benefits of fintech and on support-
ing the growth and adoption of new fintech
solutions. Regulatory intervention was
limited to little more than fine-tuning to take
account of the impact of fintech on the ways
in which financial services were provided.

In the second stage, regulators and supervi-
sors began to worry increasingly about the
risks arising from fintech. These risks can
be characterized as risks to: consumers and
investors;  financial services firms; and
financial stability. In the third stage,
regulators and supervisors have been
taking specific actions in response to these
risks. This has included the development of
international standards, the implementa-
tion of increasingly detailed and prescriptive
national rules and guidance, and shifts in
supervisory priorities. These initiatives cov-
er a wide range of areas, including tech-
nology risk, cyber security and operational
resilience more generally; data privacy;
consumer protection; firms’ governance
and risk governance; and amendments to
anti-money laundering requirements. The
emerging international standards have
mostly taken the form of high-level
principles, leaving national implementa-
tion (both regulation and supervision) to
diverge considerably across jurisdictions and
across different financial services sectors.

* Consultant Informatique - PHD, CISA, CISM, CRISC, Professeur a L’US].
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Why is regulation important for fintechs ?
Regulations have evolved to protect finan-
cial institutions, their customers, and the
wider economy from financial crime. AML
and KYC regulation are frequently updated
to reflect changes in fraudulent and criminal
methods.

Where fintechs have operations in the fi-
nancial services industry, customer ver-
ification, or transactions support, they
should ensure the same checks and se-
curity as the major financial institutions.
Protection and compliance are vital - but
there are other good reasons for regulation
for fintechs:

« Regulation establishes trust.

Credibility and trust are vital for any
financial-related company, and compli-
ance with regulations helps to establish
this.

« Regulation creates a level playing field.
Companies operating in the same area
must meet the same requirements and
challenges, supporting fair competition.

o Compliance will help fintechs scale their
business.

This could include offering new products
and services, moving to a full banking li-
cense, or expanding into new countries.

How do regulations help to make a fintech fu-
ture-proof?

Every business wants to grow. In the finan-
cial services sector, compliance with appro-
priate regulations is important to allow and
facilitate expansion. The sooner and more
thoroughly a company embraces regula-
tions, the easier future expansion will be.

o Compliance is necessary for international

expansion.

Fintechs work in many different countries,
often from an early stage. Expansion into
new jurisdictions will require understand-
ing and compliance with their regulations.
But there are many similarities between

countries, which existing compliance will
help with.

e Acquiring new licenses.

As fintechs grow, they will often need new
operating licenses. A common journey is
from an e-money license to a full banking
license - this will likely attract greater reg-
ulatory scrutiny and compliance require-
ments.

o Implementing new technologies.
Expanding into new technology and ser-
vices is likely to require compliance with
additional regulations. Fintechs are often
heavy digital adopters, with areas such as
artificial intelligence, machine learning,
and cryptocurrency. Compliance here
helps rapid adoption of new technologies
and methods.

« Supports a good user experience.

Getting compliance right is essential for
brand improvement and customer expe-
rience. With KYC and onboarding, for
example, customs want robust and secure
interactions but also fast and friction-free
experiences.

Why regulators cannot keep up with fintech
innovation

The past decade of innovation in fintech
has been interesting, watching the struggles
of regulators trying to keep up. Fundamen-
tally, failing to keep pace has led to many
challenges down the line. They allowed a
lot of things to happen which they’re now
trying to address.

Let us look at a few examples. First, peer-to-
peer (P2P) lending.

P2P lending rose rapidly after the first en-
trant, Zopa, launched in 2005. Zopa, called
the first fintech, as its concept was an eBay
for loans. It worked in the UK, but when it
tried to expand into other markets, such as
Italy and the US, it did not — the regulators
did not like the idea.

However, the major market that did like the
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idea was China. The regulators sat back and
watched as the P2P lending market took off,
but took no action.

By 2018, when the Chinese regulators
decided to act, there were thousands of
P2P lending firms — more than 3000. The
regulators began to impose increasing-
ly strict regulations, which included the
appointment of a custodian bank, full
disclosure on the use of investments, and
caps on the maximum lending amounts
that could be extended — either 150,000$
to individuals or 750,000 to companies.
That catalyzed an implosion in the P2P
lending market. The sudden collapse of
thousands of unregulated firms led to
thousands of people losing their life savings.

Greater intervention

And it’s not just in China where the regu-
lators are starting to intervene. P2P lending
firms around the world have seen crackdowns
on their business models after the proverbial
horse has bolted.

Now we are seeing the same with the buy
now, pay later (BNPL) market. Sweden’s Klar-
na emerged in the 2000s with the innovative
idea to layover payments for goods purchased
online into a few monthly instalments. While
it is a great idea, it has also been screaming to
be regulated.

The question is why Klarna and its brethren
did not go to the regulators first and ask to
be regulated ? Instead, there has been lots of
uncertainty until last year, when many gov-
ernments woke up and started to look at this
market, and are now introducing regulations.

What has been the result of the new regu-
lations coming in ? The valuations of BNPL
firms like Klarna have dived. Klarna, valued
at $45bn in 2021, is now valued at just $6.5bn
in its latest funding round this year.

Clearly, if regulators sit on the sidelines too

long before taking action, then those actions
can decimate markets they have allowed to
mature. Those who invested in those markets
— whether they be citizens (P2P lending) or
investors (BNPL) — tend to lose massively.

It is not just in China where the regulators
are starting to intervene. PeP lending firms
around the world have seen crackdowns on

their business models after the proverbial
horse has bolted

What next for crypto?

Cryptocurrencies are the elephant in the
room. Bitcoin was launched more than a
dozen years ago and has been joined by over
10,000 other cryptocurrencies, yet the regu-
lators have sat and watched. They have con-
stantly decried bitcoin, but cannot seem to
do anything about it.

They have moaned about how these
currencies undermine banking, finance and
government, but no one cared. They have
started trying to create their own alternatives —
central bank digital currencies (CBDC) - and
most in the crypto community have laughed
in their faces.

Yet, there is good reason for wanting crypto
regulations. In 2014 Mt Gox collapsed, which
was painful for some. In 2018 there was the
sudden death of Quadrigas CEO Gerald
Cotten, who was the only person with the
password to the crypto exchange. In the
current crypto meltdown, there are exchanges
introducing arbitrary policies to stop people
cashing out; even worse, many are accusing
these services and currencies of being Ponzi
schemes.

Nevertheless, there will be a global digital
currency one day and the key factor will be a
money with governance. The challenge is to
ask : what is the right governance ? Is it the
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Federal Reserve, European Central Bank and
People’s Bank of China saying you can trust
this, or is it the network ?

As the EU creates new rules based on the
Markets in Crypto Assets regulatory propos-
al, a new mandate agreed in June, will it work
? Can it work ? And if so, how ? These are
the big questions being asked of supervisory
authorities, who are always in catch-up mode
and rarely have any vision of what is next.
Instead, they should be thinking ahead and
protecting consumers from losing their life
savings, or getting sucked into debt or Ponzi
schemes.

There is a need for regulators who under-
stand network change, technology and digi-
talization, and are able to clamp down ear-
ly on malpractices, scams and schemes that
open citizens and investors to abuse. The fact
that most of them have waited years to draft
a response seems shocking.

In response to an increasingly evolving
market, European Supervisory Authorities
(ESAs) are keen to encourage the develop-
ment of fintechs, but also determined to ex-
ercise appropriate oversight over innovative
technology. A number of important publi-
cations by the European Commission (EC),
the European Banking Authority (EBA) and
the European Central Bank (ECB) have been
published. These all point towards a growing
supervisory focus. Banks should be aware of
supervisors’ likely priorities and prepare for
fresh challenges ahead.

The rapid growth of fintech has become a
defining theme of European financial
services. This burst of activity is also reflected
in an acceleration of fintech investments and
acquisitions by established European banks.

Each regulatory body wants to encourage

the development of fintech, but at the same
time to ensure this does not compromise key
priorities such as data protection, consumer
rights, market integrity or financial stability.

New challenges will be posed for supervi-
sors and banks alike. The EBA and ECB may
have stressed the need for a proportionate
approach to new technology, but banks can
expect to face some searching questions
about their fintech investments.

It is expected to see increasing supervisory

focus in the below key areas:

o Cyber risks.
Banks will be required to demonstrate doc-
umented, approved and periodically re-
viewed controls over access management,
incident management, network security
and end-user computing.

« Outsourcing risks (including cloud com-
puting).
Given the increased vulnerability to cy-
ber attacks, supervisors will want to ensure
that banks are exercising appropriate over-
sight over third party providers. That in-
cludes banks’ own access and audit rights,
as well as appropriate processes to inform
supervisors in case of a material change in
outsourcing agreements.

o Business models.
Banks will need to consider how fintech
affects their business models, while super-
visors will need to adapt their own busi-
ness model assessment techniques to take
account of the latest technological devel-
opments.

« Internal governance.
Supervisors will want to ensure that banks
have the capabilities required to manage
technological innovation. This includes
hiring for appropriate skill sets (such as
data scientists, mathematicians, statisti-
cians), awareness at the board level, and
suitable training.
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Leveraging its newly established fintech, the
EBA plans to:

o Monitor the regulatory perimeter for
fintech, including licensing and the use of
‘sandboxes’;

» Keep an eye on fintech trends, and consider
their potential impact on business models
and prudential risks;

o Promote harmonized supervisory best
practices around cyber security in cred-
it institutions, investment firms, payment
institutions and electronic money institu-
tions;

o Address potential consumer protection is-
sues; and

o Identify any potential money laundering
risks associated with fintech and technolo-
gy providers.

In short, fintech is rapidly moving out from
‘under the regulatory radar’ and is attracting
growing supervisory scrutiny. The coming
years are certain to see further changes as
technology and risks evolve. Both banks and
supervisors will need to increase their focus
on fintech-related issues through joint
initiatives and industry-wide platforms for
knowledge sharing.

Are you embracing the use of fintech solu-
tions and emerging technologies in your
business ? If so, have you adopted a proactive
response to the emerging risks and the grow-
ing regulatory and supervisory scrutiny ?
The list of regulatory and supervisory
responses to fintech-related risks continues
to lengthen. And this will continue to ratchet
up over the coming years as the fintech sector
and the adoption of fintech solutions contin-
ue to develop and grow.

Firms entering the fintech space need to fac-

tor the ever-changing nature of regulation

and supervision into their strategies, business
planning, governance and risk management.

Main points to look at :

o The importance regulators and supervisors
place on Board and senior management
awareness and understanding of fintech
applications and fintech-related risks.

o The risks to consumers from a lack of con-
sumer understanding; mis-selling of prod-
ucts and services; and data privacy, securi-
ty and protection.

o The broader risks to firms, including busi-
ness model viability, governance, technol-
ogy risk and operational resilience, data
handling and the use of artificial intelli-
gence, and conduct and AML issues.
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